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Time Table and Content

Revised (Jan 5th, 07)
14.12.2006
21.12.2006
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01.02.2007
06./07.02.2007
08.02.2007

21.02.2008

Resource and Job Management (mg)
6. Security (e))

Resource and Job Management (mg)
10. Commercial Products (gj)
8. Resource and Job Monitoring (mg)
9. Data Management (g))
11. Applications: Crossgrid (mg), DEISA

(Helmut Heller, LRZ), Accounting/
Billing (Gabi Dreo, UniBW)

Bioinformatics (Harald Meler)
Tests (ej/mQ)
(Reserve) Review
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Course Frauenchiemsee, Nov. 19th to 22nd

AMonday 19th: 14.00 Opening
Introduction
Base Technologies
Tuesday 20th: 9.00 Base Technologies
Application Level Tools
Semantic Grid
(Night Session) Middleware Architecture
Wednesday 21st: 9.00 Security
Resource and Job Management
Data Management
Thursday 22nd: 9.00 Commercial Products
Applications
¢
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Content

Introduction

Base Technologies
Application-Level Tools
Semantic Grid

Middleware Architectures
Security

Resource and Job Management
Grid Monitoring

Data Management

10. Commercial Products

11.Applications and Projects
A Crossgrid, DEISA, D-Grid
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Laboratory Course
(loan Lucian Muntean, Michael Ott)

A selection of:

Grid Certificate

Job Script / Submission
Usage of XML, RSL
Globus Toolkit 4
Monitoring

Grid FTP

Data Integration

WS Technology
Service Discovery
MPICH-G
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Curricula, ECTS, Information and
Documentation, Time and Location

A This lecture is part of the curriculum for
A Master Computational Science and Engineering
A Bachelor Informatik
A Diplom Informatik
A Master Informatik
A Master Angewandte Informatik

AECTS: 4
A November 19th to 22nd, 2007
A Kloster Frauenchiemsee

A Information:
http://www.Irr.in.tum.de/~gerndt/Teaching/WS2007/GridComputing/GridC

omputing.htm

A Documentation: Slides of the lecture will be available in the net before
the oral presentation
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Literature (to be extented)

ABooks

A[Berman e.a. 2003]: Berman, F., Fox, G., Hey, A. (ed.): Grid
Computing-Making the Global Infrastructure a Reality, Wiley,
Chichester 2003 (collection of 43 contributions, Grids and
applications)

A[Di Martino e.a. 2004]: Di Martino et.al. Engineering the Grid,
American Scientific Publishers, 2004, (collection of 34
contributions to application and technology of grids)

A[Foster Kesselman 1998]: Foster, I., Kesselman, C.: The Grid
- Blueprint for a new Information Infrastructure, Morgan
Kaufman, San Francisco 2003

A[Li Baker 2005]: Li, M., Baker, M.: The Grid i Core
Technologies, Wiley, Chichester 2005

q{l
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Journals, Newsletter

- Journal of Grid Computing, Springer, beginning 2003,
4 volumes per year

- GRID today: www.gridtoday.com, weekly newsletters

- International Science Grid This Week:
newsletter@isgtw.org

- A concise and up-to-date introduction with more
references: AGrid Computing

4
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1. Introduction

1.1 Intention of the Course

1.2. Some Definitions

Distributed Systems, Grid, Virtual Organisation, Service
Oriented Architecture

1.3. Rationale and Requirements of the Grid

1.4. Grid Architecture
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1. Introduction (2)

1.5. Grid Dimensions
1.5.1 Types

1.5.2 Size

1.5.3 Middleware

1.5.4 Applications and Markets
1.5.5 Projects and Funding

1.6 Open Issues

1.7 A Short History of the Grid
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1. Introduction (3)

1.1 Intention of the Course

Intention of the course is to
understand grids

evaluate grids

learn grid application development
use grids

prepare for the design of grids

21.02.2008 jessengrid
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1.2 Some Definitions

Functional Unit (Funktionseinheit):

By purpose or effect separable entity

System:

Functional unit which is composed of functional units (the
components of the system)

Fault:

Inability of a functional unit to execute an operation according to its
specification

Fault-tolerant:

A system is fault-tolerant, if it works according to its specification
(maybe slower, or with restricted functionality) in spite of the
presence of faults. Comment: Fault tolerance needs redundancy
(functional or temporal)

W/
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1.2 Some Definitions (2)

Availability:

Probability that a functional unit is free of faults at a given time (or
percentage of the planned operation time, in which the functional
unit was available). Comment: every major piece of software has
hundreds of faults; pragmatically, the unit is serviceable, i.e. able to
execute the tasks of interest correctly.

Autonomous System:

System, which by fault tolerance, by observation of its environment
and by self-optimization behaves in a favourable way, in spite of
Internal faults, irregularities and changes of the environment

W
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1.2 Some Definitions (3)

Distributed System:

System which executes tasks (orders) by cooperation of its
components and in operation has only limited knowledge of current
status of its components, because

- time needed to find out the status of a component is longer
than the duration of the status (very often a consequence of
the spatial distribution of the system)

- status hiding

Typically, the components operate asynchronously and
communicate via messages. The specifications for syntax,
semantics and dialog structure of the communication are called
protocols.
q{ll
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1.2 Some Definitions (4)

Examples of distributed systems:
- Deutsche Bahn (status of the trains)

Internet (on any level of concern)

- WWW

grids

chip

Counterexamples of distributed systems:
- Deutsche Bahn (rail network)
- our solar system (at the level of planet position and movement)
- central unit of von Neumann's computer (instruction execution
level)

15
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1.2 Some Definitions (5)

Service oriented architecture (SOA):

Interface technology for loosely coupled modular systems, which
uses explicit machine-processable syntactical (and if possible:
functional) interface specifications for the discovery and correct
usage (even in composition) of "services". The result of the call of a
module is independent of the platform and language of the caller
and called (the provider of the service). SOA is mostly based on
Internet transport protocols, but not restricted to locally distributed
systems.

Example: Web Services, DCOM, ORB, OGSA (chapter 5)
Counterexample: RPC, Subroutine Library

q{l
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Grid (literal German translation: Gitter):

Distributed system for a community of users, which provides

- resource sharing (computers, storage, i/o equipment, network, other
equipment (scientific instruments, e.g.), data, software)

- support for user collaboration
- support for virtual organisations.

Resources, users and virtual organisations are dynamic, i.e. during
operation they may emerge, change, or vanish.

Mostly, grids

- use heterogeneous resources

- are geographically distributed

- In science combine resources and users from different management
domains and institutions, whereas in business they are restricted to a
single institution/company (security, liability of service)

- approach SOA

The name "Grid" was coined by Foster, Kesselman and Smarr about 1998,

replacing the "Metacomputing" (more restrictive meaning)
%I

21.02.2008 jessengrid 20



Virtual Organisation:

Organisation which represents a collection of users, maybe with
resources, on the grid, for the purpose of:

- resource usage negotiations/contracts (legal, financial, usage
policy)

- authentification (via identity certificates)

- authorization (via access rights certificates/ access lists)

- single sign-on for the resources under contract

Today, grids hardly respect issues of resource cost and billing, in
business as well as in science; grids as public utilities and
enterprises are still to come, pr

W/
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1.3 Rationale and Requirements of Grids

Grids are designed, built and run to

- expand resources of the users dynamically in a quantitative and
functional way, and provide back-up

- overcome heterogenity
- enhance collaboration

- profit from the anticipated advantages of SOA, as grids will
provide it, easy and correct construction of processes based on
services offered in the net will be possible

- create a security architecture spanned wide over institutions and
services

- become invisible in 10 years from now

21.02.2008 jessengrid
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1.3 Rationale and Requirements of Grids (2)

It is required that grids:

- meet the performance and reliability and security targets
achieved in other branches of information technology (still nicely
away)

- make the user feel as if this was all his familiar computer, even if
his job fails and he has to diagnose it

- gain significant economic profit by the usage of otherwhiles idle
resources

- open new skies by facilitating a style of cooperation and synergy
hitherto not known

- promote the interoperability of grids of different software origin
- create standards and make them accepted

%I
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1.4 Grid Architecture

(Not a strict layered architecture like OSI-RM)

Foster 2003:
User Applications and Tools, A A pplicationsi
Workflow (specific)
Directory, Brokering, Monitoring ACo .I lective Servic
and Diagnostic, Global Scheduling gli?)zrl'c)
Secure Access to Service/ AResource and Conn
Resources Protocol sni

Locally Managed Resources as 5
Computers, Storage Media, AFabri chn
Networks and Sensors

W/
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1.4 Grid Architecture (2)

Layered Architecture: Alternative (see 5.2 for details)

21.02.2008

User Applications and
(specific) Tools

VOs
Job Management in a virtual
Environment, Job Provenance,
Accounting, Workflow, Job o
Authentification,

Monitoring / Diagnostic o
Authorization,

Cooperation

Grid Resource / Service Discovery, Brokering,
Scheduling

Management and Secure Access to locally
managed Resources / Services

Physical Computers, Storage Media, Networks,
Sensors, Data, Software

jessengrid
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1.5 Grid Dimensions

1.5.1 Types
Based on predominant form of load:

- Computation Grids (early form: non-local
multicomputing (NUMA multiprocessing) has in the
nineties been called Metacomputing)

- Data Grids: in science and business most important
form

- Access Grids: collaborative environment

21.02.2008 jessengrid
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1.5 Grid Dimensions (2)

1.5.2 Size

Grids may be local multicomputing, but for a large
example:

egee (Enabling Grids for E-science):
243 sites in 48 countries

44.000 CPUs

3 PB disk space

115,000 jobs / day

21.02.2008 jessen grid
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1.5 Grid Dimensions (3)

1.5.3 Middleware: in Science

Few ab ovo creations:

-Gl obus (US wuniversities): Atool

configure a grid MW systems; focus of development. Most
Important. Since 1997

- Unicore (FZ Julich, industry): turn-key system for remote batch,
preferably on supercomputers; integrated file space. 1997

-Condor (University Wi sconsin):

- Legion (University Virginia): object oriented grid, 1993

General trend to open source software. Much grid middleware is in
pre-productive state. Importance of LINUX platforms.

21.02.2008 jessengrid
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1.5 Grid Dimensions (4)

1.5.3 Middleware: in Science (2)

Importance of ensembles of self-developed and
Integrated middleware:

- egee/CERN: gLite/LCG (Large Collider Grid)
- Open Middleware Infrastructure Institute UK
- NSF Middleware Initiative

- and others

4
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1.5 Grid Dimensions (5)

1.5.3 Middleware: Business Grids

Closed systems, on the department or enterprise level!
In-house or proprietary products! Security!

Grid middleware scene, as e.g. Crosswalk, Data
Synapse, Pl atform, United De

and the great players

HP , | BM, |l nt el , MI crosoft, C

4
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1.5 Grid Dimensions (6)

1.5.4 Applications and Market

e-Science:

Style of collaborative scientific work, based on grid
technology / sharing of all kind of resources, promoting
a highly synergetic scientific creativity (and efficiency).
Has de facto begun with the rising of the Internet.

Easy where collaboration is long-established (Physics,
Geoscience, Astronomy, €) based o
equipment / experiments, not easy elsewhere

(Engineering, Medicine, Humanities)

Do scientists love openness?
X!

21.02.2008 jessengrid 31



1.5 Grid Dimensions (7)

1.5.4 Applications and Markets (2): Science

- Physics: Predominant Role in Data Grids: Particle Physics (High
Energy Physics), based on shared utilization of the (extremely
costly) accelerators: Large Hadron Collider etc. (see chapter 5)

Measurement, Analysis and Modelling of Space Radiation.
- Material Sciences: vast international data, material simulation
- Astronomy: Virtual Observatory, Star Catalogs
- Astrophysics: Star Evolution
- Computational Chemistry
- Drug Design
- Genetic Research

21.02.2008 jessengrid
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1.5 Grid Dimensions (8)

1.5.4 Applications and Markets (3): Science (2)

- Geophysics: Climate, Weather Forecast, Oceanography,
Earthquake Research, Disaster Forecast/Recovery

- Alircraft Engineering

- Biomedical Research: Cancer Diagnosis, SARS, Avian Flu
- Environment Research and Technology

- Semiconductor Chip Design

Many applications could be executed on a supercomputer with
vast storage capacity as well, but grids offer an easy extension of
your local resources and care for distributed data and collaboration

4
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1.5 Grid Dimensions (9)

1.5.4 Applications and Markets (4): Business

Many of the problems of business data processing might be solved
In grids:

Heterogenity, inflexibility, complexity, long development projects,
low utilization of resources, staff qualification, lack of collaboration.

Simple applications: Financial risk analysis, drug design, structural
analysis, stochastic optimization.

Data intensive applications:

- Large bank: 25.000 servers, 24 data centers, 110 M Customers, 2
K transactions/s

- eBay: 16.000 servers, 2 PB storage, 203 M customers, several
hundred data bases, new software release/2 weeks

- 1 K programmers at a large hedge-fund (search for investment
opportunity)

4
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1.5 Grid Dimensions (10)

1.5.4 Applications and Markets (5)
World IT market is estimated at 1,000 bn U in 2007.

World grid market at 12 bn 0, to grow faster than High
Performance Computing (HPC).

(what is grid market? Software, services, hardware?)

see 10.1!

4
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1.5 Grid Dimensions (11)

1.5.5 Projects and Funding

USA: Traditionally diverse and competing agency
research funding:

National Science Foundation: Cyberinfrastructure
Initiative 2003 (100 M $, not realized), Teragrid
(Supercomputer Grid)

ES (Energy Science) Grid, NASA Power Grid, OSG
(Open Science Grid, Physics), and many more

Japan: NAREGI

4
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1.5 Grid Dimensions (12)

1.5.5 Projects and Funding (2)

Europe: (Ahead of US!): From 2002 to 2006 130 mu for EU grid
research and 250 mu for grid development (includes GEANT
continental research network).

egee: Enhancing Grids for (European) e-Science: 60 mu, gLite
middleware, integration of Globus / Condor / UK-e-Science / native
Software, see chapter 1.5.2., 5.7

Associated to egee: regional grids Seegrid, BalticGrid, Eumedgrid,
euchinagrid, eela (Latin America).

DEISA (Supercomputers), Diligent (Electronic Libraries)
X!
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1.5 Grid Dimensions (13)

1.5.5 Projects and Funding (3)
Further national projects in Europe

Great Britain: UK e-Science Initiative (50 mu, early
(2001) and influential).

Netherlands: Virtual Lab e-Science (54 mu, 2003).

Germany: D-GRID (late, 2004; small, 20 mu; an
e-Science project: Astrophysics, Particle Physics,
Engineering, Climate, Medicine, Text Analysis, and a
Middleware Provision (Grid) Subproject.

21.02.2008 jessen grid
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1.5 Grid Dimensions (14)

1.5.5 Projects and Funding (4)

The problem of sustainability:

The research and education networks have mastered

the transition from short research projects to

sustainable operation and organisations, by exploiting the
economy of scale (buying transport capacity in the large and
selling in the small).

Most grids in science live on short time projects, but a sustainable
perspective is necessary for scientific investments. What will they
sell? Brokerage, like eBay? Will they live on membership fees?

4
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1.6. Open Issues

- will people and institutions like grids: loss of specific
qualification, reliance and autonomy (my computer)
Asoci al engineeringhn

- will scientists like open collaborative science?

- where is the sustainable grid business model?

- accounting and billing

- standards and professional products

- interoperability

- security

- service composition and scheduling

- software licensing

- effective integration of complex heterogeneous data

21.02.2008 jessengrid
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1.7 A Short History of the Grid

(see Rob Baxter, www.nese.uk/talks/SDMIV-250c¢t2002-Baxter.pdf

1969
1978
1986
1988
1990
1991
1992
1993
1995
1996
1997

1998

21.02.2008

Arpanet

TCP/IP

NSFNet (56 kbps)

Condor begins (cycle scavenger scheduler)
PVM begins

WWW, CORBA

MPI

Legion begins

Java

SETI@home

Globus begins, UNICORE begins, Storage
Resource Broker

Foster e.a. AThe Gridfn, Gl

4
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1.7 A Short History of the Grid (2)

2001 EU DataGrid, Global Grid Forum, UK e-Science,
US Teragrid, Geant 10 Gb/s, Web Services
(Microsoft, IBM, Sun, Oracle)

2002 Open Grid Services Architecture OGSA, OGSA-
DAI begins

2003 NSF Cyberinfrastructure Initiative

2004 EGEE (until 2008), German D-GRID Initiative
(until 2009?)

2005 glLite

2006 Globus Toolkit 4.0, Global Grid Forum merges

with Enterprise Grid Alliance to Open Grid
Forum, 1/10 Gbps networks become widespread

21.02.2008 jessengrid
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2. Base Technologies

2.1

2.2
2.3
2.4
2.5

2.6

2.6.1
2.6.2
2.6.3
2.6.4
2.6.5

21.02.2008

Computers (with a digression to
guantitative system analysis)
Storage

Networks

Data Bases

Security

Distributed Systems Software

Client / Server and Peer-to-Peer Structures
Java Technology

Web Services

Others

Standards

%I
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2.1 Computers (1)

State of processor (cpu) evolution:

Increasing the number of transistor functions / chip:

experience shows that this number could be doubled

every 1.5 years since 1970 (Moore
miniaturization; made possible

- higher clock frequency (today 1-4 GHz, to go on?)
- several levels of cache memory on the chip

- complex processor structure (multi issue/out of order/pipelining):
more instructions processed per clock cycle

but is limited (power dissipation, limited internal parallelism of
Instruction sequence)

4
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2.1 Computers (2)

Chip manufacturers have begun to exploit inter-

Instruction sequence parallelism by multiprocessor
(Amulticoreo) chips. Typica

2/4/8 processors with individual first-level cache on one

chip (dual core,quad-c or e, ¢€&) : hi gher ¢
Instruction throughput, but reduced execution time only

by effective parallelization, thread level (parallel

branches of one job in one address space) and job

level.

<
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2.1 Computers (3)

Perspectives for grids:

- single computer throughput goes on growing, but execution times
become smaller only under effective parallelization

- parallel computing paradigm on all levels: chip, (conventional)
shared memory multiprocessor, multicomputer

- fine grain parallelism not exploitable on the grid (inter-location)
level because of network delay

- grids are throughput-competitive

- grids are execution time-competitive only for highly effective
parallelization and low communication intensity, not for small jobs

4
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2.1 Computers (4)

Computing resources for grids:

- hand-held computers: personal grid access technology

- desk top computers: approx. 40 mio in Germany, approx. 1 Gops
(40 Pops); approx. 1 mio in research and education, integrated in
powerful networks (> 0,1 Gbps) and candidates for low/medium
communication grid applications

-clusters of 10 e 1000 computers ¢
Gbps, latency 50/10 us) or by Infiniband (850 Mbps, 10 ps), often
partitioned, main candidates for grid applications

-supercomputers (10 é 300 TFIlop
multicomputers with 10.000 e 1
grid-like structures, but grid operation not typical

S )
00.
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Digression to quantitative system analysis (1)

sojourn time y (delay, latency, elapsed time, gross
execution time, €e): duratio

operation (whatever type) to its end

population f of a functional unit: number of operations
which (at the moment) spend their sojourn time in the

functional unit

capacity k of a functional unit: maximum population

Q
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Digression to quantitative system analysis (2)

throughput d: number of operations which are finished
In a time interval, divided by the duration of the interval

most importantlawo f traf fi ¢ / oper at
Littleds For mul a.

Let a functional wunit be ope
In the interval as many operations enter as are finished:
F=DAY

Here F, D, Y are mean values in the interval

4
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Digression to quantitative system analysis (3)

service time b: sojourn time of an operation at population one (i.e.:
no competitors!)

waiting time w: difference between sojourn time and service time,
due to resource conflicts. Waiting time is subject to scheduling
(resource assignment strategy)

maximum throughputc( somet i mes call ed Aband

utilization | : throughput divided by maximum throughput

bottleneck: that functional unit in a system which has maximum
uti l i zati on; It deli mits the syst

4
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2.1. Computers (5)

As to processors,

clock frequency increases max. throughput, reduces service time
and waiting time on the level of instructions and computation jobs

Multiple issue and pipelining increase max. throughput, may
Increase service time on the instruction level; reduce service time
and waiting time for computational jobs

Multicore (multiprocessor) structure: increases throughput, leaves
service time unchanged at the instruction level; may reduce job
service time (subject to the parallelization success on the thread
level), increase max. throughput and reduce waiting time (job
level)

4
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2.2 Storage

Many grids are not driven by the demand for extra

computing power, but for extra (or deliberately distributed) storage.
Large experiments (physical or simulated) and extended case
studies produce giant data bases (PB/year!) which are spread over
many sites.

Secondary storage: 60 &€ 300 GB/ di sk
1 é 300 TB/disk array
some PB/large computation centre

Tertiary storage: up to 500 GB/tape
some PB/large computation centre

Storage problem often not solvable at a single site!
4

21.02.2008 jessengrid 52



2.3. Networks (1)

In the nineties, networks seemed to be the major technological
obstacle to the grid idea, with maximum access bandwidth of 155
Mbps.

Meanwhile access bandwidth of 2.5 and 10 Gbps is frequent in
Wide Area Networks (WANSs) and the obstacle has almost
vanished.

The technological potential of fibre optic lines is immense: 1
Tbps/fibre is achieved by products today; the whole Internet
transports only about 8 Thps (average!)

1 Pbps/fibre seen physically possible!

21.02.2008 jessengrid
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2.3 Networks (2): Different worlds

Wi de Area (ACorefi, Backbonef) Net

- homogeneous (opto-electronic) base technology, immense
potential

- dramatic economy of scale (bandwidth, not connectivity!)

Local Area and Cluster Networks:
- (non-shared) Ethernet (0.1/1/10 Gbps)
- Myrinet, Infiniband and others (in clusters)

Last Mile (for Grids: Access):

- heterogeneous base technologies: Radio (mobility!), Digital
Subscriber Lines (DSL: 50 Mbps in 2007), TV Cable

- technical and financial problems
- cost may be changed dramatically by number of units sold

4
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2.3 Networks (3) Switching in Optical Networks

State of the art:

The fibre lines are driven in a frequency (wavelength-)
multiplexing mode (up to 100 channels/fibre). The
channels/fibre are concatenated to paths between the
routers by ficrossconnect so,
routers could even be at a core network edge only

which connects all routers directly. Such paths may in

grids be used for very high quality of service or mass

data transports.

4
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2.3 Networks (4) Performance

The transport time for a message consists of

- physical delay: large percentage of speed of light,
approx. 5 ms/1000 km

- protocol delay: complexity increases (reliability,
security, management), compensated by increasing
CPU performance

- waiting time: negligible up to 10% utilization (as in
WANS)
- transmission time= message size/bandwidth:

only the last two parts are reduced by the bandwidth
growth!

4
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2.4 Data Bases

Data bases form a key problem of grids, because

- data for grid application is often extremely large

- data is distributed over heterogeneous file and data
base systems

- many grid data bases are subject to frequent
concurrent accesses and updating
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2.4 Data Bases (2)

Examples for large data bases (TB to PB) in science:

- Knowledge systems (libraries, Google)
- Experimental data (the CERN Large Hadron Collider

wi | | produce 15 PB/y, &)
- Observation data (weather, ocean, astronomy, earth
surface, environmental dat a
-Forecast (weather, ocean, e

-Statistics and reports (hea

- Data as a result of scientific work (large simulation,
e.g., genomic research, computational chemistry, drug
design, fl ow models (aitr, w
science)
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2.4 Data Bases (3)

Examples of large data bases in business and
government:

- consumer behaviour, fraud detection

- financial analysis (competitors, search for take-over
candidates)

- market analysis and forecast
- decision making (economics)

- engineering (mechanical, civil), material and drug
design
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2.4 Data Bases (4)

Besides the pure data, metadata are stored in a data
base:

- access support data (index, catalog)

- grid support data (location and state of replicas,
access history for location optimization)

- descriptional data (data schemes, type, applicable
processing)

- data provenance (how was this data created?)
- collaboration data (annotations)
- private data (profiles)
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2.4. Data Bases (5)

Technically, data is stored

- by file systems run by the operating system,
uncomplex data, but maybe distributed, parallel (multi-
user) systems

- by data base system: complex data, security,
redundancy avoidance, semantic consistency,
complex queries, often technically on top of the file
system, maybe distributed, parallel
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2.4 Data Bases (6)

Access time, maximum throughput and availability is improved by
technical means:

- caching (local, automatically controlled working set): improves
access (service) time, maximum throughput, but only if it operates
with a good hit ratio!

- replicas (copies on separate servers): improves maximum
throughput and (i1 f nearer to the
waiting time; increases availability (back-up!)

In all but read-only data bases, caches and replicas create a
consistency problem (observation, locks, updates!)
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2.4 Data Bases (7)

Greatest problem of Data Bases in Grids is Heterogenity on almost
all levels

- physical level (should be functionally hidden by the file/data base
management system software, but can be reason of performance
problems)

- logical level: files, relational/object oriented data bases; record
definition
- user/program interface
-management (updates, security, o

General attempt to solve the problems by data base federation

Further problems: inclusion of data base systems in grid scheduling
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2.5 Security

Security is the absence of non-permitted (maybe illegal) use of a
system. Protecting distributed systems against security attacks is
difficult: network is generally open and a security risk, components
may have weak security level (most common problem), physical
protection is questionable, attack detection and diagnosis is
difficult.

Lack of security reduces system availability and may cause severe
damage to the users (loss of data, loss of confidentiality, loss of
trust). Besides the amateur scene there are today criminal
organizations at work, based on freely available tools in the web.
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2.5 Security (2)

Basic techniques of security management:

- Encryption

- symmetric key encryption (DES, e.g.): the same key for
sender and receiver in a communication connection, for
encrypting and decrypting. Efficient, but problem of secure key
transport

- asymmetric key encryption (RSA, e.g.): each partner has two
personal keys: one secret, one public (which may be known to
everybody). Public key Is used to send encrypted messages
to the proprietor of the respective secret key, and to identify
the sender of a message encrypt
key.

Encryption is the backbone of all security management.

%I
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2.5 Security (3)

- digests: information derived from a message (like
hash) which may prove that a message has not been
changed

- intrusion detection (watching for irregular or forbidden
access patterns)

- event recording for later auditing

-fir rewal |l s: selecti ve access
number s, addresses, ot her
against insider attacks. Not usable beyond 1..3 Gb/s.
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2.5 Security (4)

physical protection (doors and locks)

authentification: proof of the identity of a person/process/
machine, mainly based on possession of a key

authorization: selective access control, based on certificate or
access list

-certificate: document 1 ssued by e
agency confirming a public key, an access right etc. for a person,
process, server, €

- digital signature: guarantees that a document has been issued by
the signing entity (person) and has not been changed
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2.5 Security (5)

Most important attacks, damage and countermeasures (cm)
(besides firewalls and physical protection and authorization):

A E av e s dr (onpepniittedyréading): deletes confidentiality /
privacy; (cm) encryption.

Data manipulation (for sabotage, for the advantage of the attacker):
deletes availability, may delete safety (i.e. absence of damage to
entities outside the system); (cm) encryption, digests, digital
signature.

Infrastructure sabotage ( Adeni al of service att
availability, may delete safety; (cm) intrusion detection, firewalls,
network routing).

Non-permitted resource usage; (cm) firewall, physical protection,
authorization.

Action refutation: (cm) digital signature
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2.6 Distributed Systems Software

2.6.1 Client/Server and Peer-to-Peer-Structures

The normal paradigm of distributed systems assigns fixed roles to
the components of the systems:

- servers, which offer and execute services
- clients, which give orders to servers and use their results.

This paradigm is well established in grids, too. An alternative
paradigm lets the components change their role in operation and
has become famous by the audio file sharing communities where
each computer in the net could ask others for a music file, but at
the same time would offer his own stock of files to his partners,
thereby acting as a client and a server at the same time.
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2.6 Distributed Systems Software (2)

2.6.1 Client/Server and Peer-to-Peer-Structures (2)

Being no longer only client or only server, the cooperating partners
were called peers and the organizational paradigm peer-to-peer
(p2p). In principle the peers would be fully autonomous, and the
search for a service in the p2p system would be realized by
request forwarding. This scheme can be developed towards

O(log n) search complexity. Nevertheless there are also hybrid p2p
systems with a central authority for service discovery.

p2p volume in networks has often been estimated as 60%!
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2.6 Distributed Systems Software (3)

2.6.1 Client/Server and Peer-to-Peer-Structures (3)

P2p is often said to be superior in scalability, reliability
and security to client / server-structures; but this is
guestionable. In grids, p2p-structures are discussed
from two points of view:

- service discovery
- distributed data bases
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2.6.2 Java Technology (1)

Java technology has been designed for the
development of correct portable software in distributed
systems, grids e.g..

The Java programming language was created 1991/92,
as a Sun Microsystems Project.

1995 published, integrated into the Netscape Browser
1996 Version 1.0

1998 Version 1.2 (AJava 2ii)

Most recent: Java 6
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2.6.2 Java Technology (2)

Java design targets:

object orientation (but no multiple inheritance)
safer programming than in C++, integrated garbage collection
secure software (authorization, code integrity)

- threads

- wrapper technology for non-Java code

-Awrite once, run anywher en: Java
Aordinary (Anativeid) compilers in

AByte Code Compilers into a machine-independent intermediate
language, and in the target environment
- Interpreted (security!)
- compiled (JIT just in time compiler)
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2.6.2 Java Technology (3)

Java Environments, e.q.

Enterprise Java Beans: components of J2EE (Java 2
Enterprise Edition), among them

- session beans (stateful)

- session beans (stateless): bridge to Web Services

Java RMI (Remote Method Invocation): RPC,
client/server relation

Java JXTA (Ajuxtapositioni,
Peer-to-peer protocol and library
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2.6.2 Java Technology (4)

JI NI (AJava Intelligent Netw
Framework for Aplug and pl ay
systems under the client / server paradigm: service

lookup / advertising, community discovery, transactions,
notification.

Java CoG Kit (Java Commodity Grid Kit: Gateway
between commodity software and grid services, see
chapter 3!
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2.6.3 Web Services

Web services (WS) form a component architecture for
building modular systems, typically distributed over
heterogeneous platforms

- SOA oriented
A machine processable inter
on XML (extensible mark-up language)
A independent of platfor ms

A composabl e

- But persistent (i.e. non-dynamic), stateless (service
execution leaves no state)
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2.6.3 Web Services (2)

WS are

Abased on established standards (TCP, HTTP, Web
addressing (URL))

Awidely standardized by W3C, OASIS (see 2.7) and support by
major industry players (HP, Fujitsu, IBM, Intel, Microsoft, Sun)

Aclient/server oriented, but asynchronous

Adescribed by WSDL, web service description language; the
WSDL descriptions are offered in directories/brokers called
UDDI (Universal Description, Discovery and Integration).

q{l
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2.6.3 Web Services (3)

WS

Ause a communication protocol SOAP (Simple Object
Access Protocol), based on HTTP and TCP; but WS
are not object-oriented, though encapsulated!

Ahave been extended for the use in grids

Aby WS-RF (WS Resource Framework), which adds state to
standard WS

Aby a notification mechanism (to notify clients on service
changes, e.g.)

On this basis, Globus Toolkit 4.0 has been developed
(2006), see chapter 5!
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2.6.4 Others

RPC based: As the Java RMI, the RPCs are
synchronous, language bound, based on proprietary
communication protocols; simulate the established
procedure call:

- Open Network Computing (Sun) RPC

- DCE (Distributed Computing Environment, by OSF
(Open Software Foundation)

- DCOM (Distributed Component Object Model) is a
Microsoft promoted component architecture, based on
the OSF DCE RPC, but client and server may use
different languages!

21.02.2008 jessen grid 79



2.6.4 Others (2)

Wider RPC semantics and some object-orientation:

CORBA (Common Object Request Broker Architecture) Object
Management Group, 1991

- Remote access to objects, supported by Object Request Broker
ORB

- Interface Definition Language IDL permits the client to invoke
object methods without respecting the internal language of the
object

-l nvocation semantics Aat most onc¢
the client, invocation without response): more apt for (unreliable)
distributed systems than classical RPC

- CORBA services for events and notification, security, transaction
and concurrency
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2.6.5 Standards

Standardization is urgently necessary, but difficult due to pride,
prejudice, profit, and power. So there are many standards and
bodies:

- GGF (Global Grid Forum), in 2006 merged with EGA (Enterprise
Grid Alliance), to form the OGF (Open Grid Forum): Open Grid
Services Architecture OGSA

- W3C (World Wide Web Consortium): Web Services, XML, WWW

- OASIS (Organisation for the Advancement of Structured
Information Standards): WS-RF, WS-Naotification

- de facto standards of manufactures and projects
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3 Application-level tools

3.1 Remote procedure call

3.2 Task parallelism

3.3 Message passing

3.4 Java programming

3.5 Parameter sweep applications
3.6 Grid portals

3.7 Workflow applications
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3 Application Development

AA significant number of applications have been re-
engineered for the Grid.

AThe Grid remained elusive for many users.
AHow do | port my application to the Grid?
AHow do | run my application on the Grid?
AWhere is the Grid | can use now?

AGrid middleware provides fundamental services but is
too low level for most application scientists.

AClear need for tools

Athat application developers can use to write Grid-enabled
applications and

Ausers can employ to deploy and run their applications on the
Grid.
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3 Requirements

A Grid application-level tool is software that builds on
the base Grid software infrastructure to provide new
functionalities and high-level abstractions that allow
users to easily write and/or run Grid applications.

AProperties:

AThe tool builds on the Grid software infrastructure.

AThe tool isolates users from the dynamics of the Grid
hardware infrastructure.

AThe tool is generic.
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3 Grid Application-Level Tools

Grid application-level tools

Grid application

Grid programming models : .
execution environments

RPC Java Parameter Portals
programming sweeps
Task Message \
. . 9 Workflow
parallelism passing
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86

%I



3.1 Remote Procedure Call

Client Server

e . Remote procedure matmul(n,A,B,C)
call matmul(n,A,B,C) +— é

e

ARemote procedure calls (RPC) behave on the Grid in
the same way as in distributed systems.

Alntuitive since they resemble normal procedure calls

ARPC implementation has to perform resource
discovery, scheduling, and execution.

AExamples:
ANinf-G (ninf.apgrid.org)
ANetsolve/Gridsolve (icl.cs.utk.edu/netsolve)
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3.1 GridRPC: Global Grid Forum Standard

AClient Component
ACaller of GridRPC
AManages remote executables via function handles

ARemote Executables

AcCallee of GridRPC

ADynamically generated on remote servers
Alnformation Manager

AManages and provides interface information for remote
executables. |

Server

Server

[
[ | Goooor .
[
[

Client
Compue

)
)
)
]
)

Client | B ] eeeeed oo
Component H\[ Server
[ ] ] ...... LN
‘Remote Executables‘- e e e _
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3.1 Scenario 1: Desktop Supercomputing

AUtilize remote supercomputers
AReduce cost for maintenance of libraries
AASP-like approach
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3.1 Scenario 2: Parameter Survey

ACompute independent tasks
AFault nodes can be discarded/retried

ADynamic allocation/release
of resources iIs possible

rd

[ ¢ 1
.Illn'fr F—‘_1 ,.lllll'lr_": ll.‘]'l'..l ,-I_ill;-!
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3.1 Ninf-G Architecture

Client side

Server side

Client
\\\ K\\\\ .\\\\\\\ Connect back
Interface \ Interface Invoke T Globus -10
Request Reply Executable
\ \
WS/Pre -WS GRAM X

NAREGI -SS

k=ssssaaaap] REMOtE Library
Executable

MDS2/4 | _
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3.1 Sample Program

& Parameter Survey

21.02.2008

» No. of surveys: n

» Survey function: survey(inl, in2, result)
» Input Parameters: double inl, int in2

» Output Value: double result|]

Main Program

Int main(int argc, char*™ argv)

{
inti, n, in2;
double in1, result[100][100];

Pre_processing();

For(l = 0; | < n, i++){
survey(int, in2, resul+100*n)

}

FPost processing()

Survey Function

survey(double in1, int in2, double™ result)

{

Do Survey

}

jessengrid
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3.1 Build Remote Library (Server-Side)

»

Original Program

Client Program Callee IDL File
Function
| |
IDL Compiler

Interface
Stub Program -\ - DIF File

Callee Function

survey

(double in1, intin2, int size, double™ result)

Specify size of argument

IDL File

Module Survey_prog;
Define survey

(IN double in1, IN int in2, IN int size,

Required “survey.o”
Calls “C” survey(in1, in2, size, result);

OUT double” result);
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3.1 Client-Side Code

21.02.2008

Int main(int argc, char** argv)

{

inti, n, in2;

double in1, result{100][100];

Pre_processing();

For(I=0; 1 <n, i++){
survey(in1, in2, resul+100*n)

}

Post_processing();

jessengrid

Int main(int argc, char*™ argv)++

inti, n, in2;

double in1, result{100][100];
grpc_function_handle_t handle [100];

Declare func. handles

Pre_processing();

grpc_initialize(); }
for(1 = 0: | < n: i++) { [ INitfunc. handles

handle[i] = grpc_function_handle_init();
}

For(I=0; | <n, i++){ AsynC RPC
grpc_call_async i

(handles, in1,in2,100, result+1007n)

}
grpe_wait_all(); Retrieve results

for(l = 0; i<n; i++){
grpc_function_handle_destruct();
}

grpc_finalize(): Destruct handles

Post_processing();
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3.2 Task Parallelism

APartition work into tasks to be executed in parallel.
AOpenMP: Parallel loop and parallel section.

ATailored implementations of the Master-Worker paradigm
I MW (next slides)

I AppLeS Master-Worker Application Template (AMWAT),
grail.sdsc.edu/projects/amwat

Aé

ARequires support for:
ACollecting and combining results
AAutomatic partition of workload into tasks
AManagement of size of worker pool
AAutomatic load balancing

%I
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3.2 MW Toolkit

ADeveloped at University of Wisconsin
Awww.cs.wisc.edu/condor/mw
AConcept

AMaster distributes tasks to workers
AMW provides a set of C++ abstract classes

AMW(driver
I Realizes the master
I Creates initial set of tasks
I Implements action on task completion which might create new
tasks
AMWTask
I Abstraction of one unit of work, i.e., input data and result data.

I Implements pack work and unpack_work for sending tasks
between master and worker
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3.2 MW Toolkit

AMWWorker
I Implements the worker

I The virtual function execute_task implements the computation for
a task

AThe MW implementor has to realize interfaces for
AP2P communication

AResource management

' Resource request and detection

" Infrastructure querying: asking for resource capabilities
' Fault-detection

' Remote execution

AAdditional functionality
ACheckpointing
APerformance measurement support
ATask scheduling 4
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3.2 Grid Superscalar

ADevelopped at Barcelona Supercomputing Center

ATarget applications:
AComposed of tasks
ATypically repetitive
AGranularity of the tasks of the level of simulations or programs
AData objects are files

21.02.2008 jessengrid
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3.2 Grid Superscalar: Example

for (int i =0; i < MAXITER i++) {

newBWd = GenerateRandom () ;

subst ( referenceCFG —, newBWd GHEWCES;
dimemas W

post (newBWAd

if(t 1 %3 == 0) Display(

}
fd = GS Ope

printf  ("Results
GS_Close (fd);

n") ; present (fd);
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3.2 Grid Superscalar: Example

Qe Cou
D EXTRACY
(Display>
@s_open
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