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ABSTRACT: When modeling fault-tolerant systems, state-based methods yield much more realistic results
comparison to traditional combinatorial methods. To avoid the difficult manual design of large state-based mo
els, we advocate an approach, by which a high-level input model is used from which a semantically equivale
low-level model is automatically generated. This approach was implemented in the tool OpenSESAME (Sin
ple but Extensive Structured Availability Modeling Environment). Its input uses reliability block diagrams as
a wide-spread modeling technique favored by many reliability engineers. In addition, users can specify inte
component dependencies of the system without having to create a state-based model. The main contributi
of this paper are, first, a detailed description of the input model showing the application areas and limitations
OpenSESAME; second, a detailed explanation of the transformation process into the state-space domain; .
third, it contains a realistic industrial example modeling a water supply system of a city.

1 INTRODUCTION measurements cannot be done at all. Second, by def-
The wealth, well-being, and safety of all humansinition, fault-tolerant system fail rarely which means
more and more relies on the reliability, availability, that there is not enough data for statistically meaning-
safety and security of machines. Unfortunately, ourful analyzes.
machines become more and more complex, making Therefore,stochastic modelare used which are
it very difficult to ensure their correct and safe func-used to predict the dependability of systems from the
tionality. Fault tolerant systems will therefore play andependability of their componentBault trees(FT)
important role in future systems. and reliability block diagrams(RBD) are the most
For several reasons, it is of importance to quanticommon modeling techniques for fault tolerant sys-
tatively evaluate the dependability of these systemdems. Unfortunately, the traditional solution methods
First, for safety-critical systems, it is important to for these models rely on the assumptions that there are
know the risk of using/operating the system. For in-no inter-component dependencies between the com-
stance, it is frequently quoted that components usefionents of the system. Therefore, these techniques
in an airplane should have an unreliability of less tharyield dangerous, over-optimistic results as they do
102 per hour of flight. Second, it is often not trivial, not take into account failures with a common cause,
how a fault tolerant systems must be built to achievdailure propagation, imperfect failure detectors, fail-
the highest level of dependability, given a fixed set ofover times (spent for fault detection, localization, and
components (see e.g. Section 4 of this paper). A simsolation as well as reconfiguration), physical distur-
ilar question is: which part of the system should bebances (e.g. heat, electromagnetic noise, vibration)
made more dependable to get the most increase in dand limited repair personnel.
pendability? Third, increasing the dependability of a State based models like Markov chains can be used
system by adding redundancy usually implies soméo model systems including these dependencies. As
performance losses and/or increased costs. Thus, tffee state space grows exponentially with the num-
decreased performance/cost ratio must be justified bger of components, it is usually implicitly defined
acredible increase in reliability or availability. Fourth, Using e.g. stochastic process algebras or stochastic
from a somewhat different perspective, a quantitativé®etri nets. However, these formal and rigorous mod-
evaluation of the dependability of a system may he”ﬁ“ng methods are difficult to learn and not very user
to make the right decisions when purchasing such &iendly. Without going into detail, practice shows
system. that e.g. Petri nets have the following undesired prop-
For two obvious reasons,raeasuremertf the re-  erties which hampers their applicability:
liability/availability of a fault tolerant system is not

practicable. First, if the system is in its design phase, ® They are not very intuitive. A Petri net can-
not be understood without knowing the firing



rules. Additionally, they resemble finite automa- configuration 1
tons which often leads to misinterpretation and
confusion. configuration 2

configuration 3

w
[

e Traditional nets do not support modularization

and building hierarchic models. Modern exten- configuration 4
sions like shared places or super-transitions are
likewise not very intuitive. configuration 5

. - . . Figure 1:3-0f-5:G system. The system is available, if at
e Petri net models are difficult to modify. For in least 3 out of 5 configurations are available.

stance, adding an inter-component dependency

canm . : .
Create((—:-jan that a completely new model has to b%ach component may have either a dedicated repair

person or is allotted to a repair group (see below). For

o Not all aspects of the model can be parametrizegsmall and medium sized models, a single component
Often, the Petri net structure depends on somé&able will be sufficient. For large models, several ta-
variables like the number of redundant compo-bles can be used to group related components.

nents in the system. Thus, a new net has to be AN extended version akliability block diagrams
designed each time the parameter changes.  (RBD) is used to model the redundancy structure of

the system. RBDs are undirected graphs where each
e As aconclusion, Petri nets do not support a mod-edge is labeled with a component. A component may
eling process based on the principle of stepwiseppear several times in the same RBD. Two special
refinement. That means, that starting with a sim-nodess andt¢ define a Boolean system which is avail-
ple model, and iterating over an evaluation andable, if there is a connection between these nodes
refinement phase isot possible. and unavailable otherwise. As components can be un-
available so can the edges: calculating the probabil-
On this account, we propose to not use Petri nety whethers and¢ are connected yields the availabil-
as aninput model but rather use a tool which createsity of the modeled system. In OpenSESAME, several
the nets from a model which has a higher degree ofmodern extensions to traditional RBDs were imple-
abstraction. In this paper, we advocate the tool Openmented. First, the user may specify more than two
SESAME (Simple but Extensive Structured Avail- border nodes. This allows for calculating the avail-
ability Modeling Environment) which creates state abilities of subsystems in addition to the overall avail-
based models from reliability block diagrams, which ability. Second, edges may be labeled with a sub-RBD
can be enriched with inter-component dependenciesinstead of a component. This allows for building a
In Section 2, we describe the input model ofhierarchy of RBDs. Thus, even large systems can be
OpenSESAME and evaluate it regarding its userimodeled in a concise way. Third, so-called k-of-N:G
friendliness. In Section 3, we explain how the inputedges are supported.
model is transformed into a state-based model, which As an example, Figure 1 shows a 3-0f-5:G system
can then be evaluated by existing tools. Section 4vhich is available if at least 3 of its 5 so-called con-
presents a real-world example and shows how it cafigurations are available. A configuration may be a
be modeled using OpenSESAME. The related work issimple component, or an arbitrary large sub-diagram.
described in Section 5. Finally, Section 6 summarizedlternatively, the system could be modeled using reg-
the paper and gives an outlook on open problems andlar RBDs without k-of-N:G edges, however, such an

future work. RBD would comprise 30 edges.
Finally, as a unique feature of OpenSESAME, the
2 OPENSESAME INPUT DIAGRAMS model can be enriched with inter-component depen-

An OpenSESAME model as seen by the user comdencies. Because some dependencies are related to
prises component tables, reliability block diagrams the redundancy structure of the system, it makes sense
failure dependency diagrams, repair group tables, an# add these dependencies to the RBD. For example,
variable tables. Not all model parts are necessary, ustid many systems fault tolerance is achieved using fault
ally one starts with one component table and a blockecovery techniques. In these systems, the redundant
diagram, only. Then, the model can be refined bycomponents are in passive or standby mode as long as
adding additional tables and diagrams. In the follow-the system is fault free. In contrast to so-called active-
ing, the individual parts of the model are described. active systems which are based on fault masking, the
The component tablelst all components the sys- redundant components can be used for non-critical
tem consists of. Each component type has a uniquésks. Furthermore, in systems with fault recovery,
name, a mean time to failure (MTTF), and a mear@ redundant component can possibly replace several
time to repair (MTTR). If the system contains sev- components, which allows the construction of N+1 re-
eral components of the same type, the table also listdundant systems. However, such systems also have a
the number of components of this type. Furthermoredrawback compared to systems based on fault mask-



ing: the failure of an active component must be de- . 11
tected, localized and isolated, and the redundant com- [N J-» 7 ]
ponent must be activated after the failure of the pri-Figure 3:Generic OpenSESAME model for a k-of-N:G
mary component. During this so-called fail-over time, system with blocking failure propagation.

the system is unavailable.

To avoid over-optimistic results and unfair com- jty 1. To ensure a correct model, T has to be attributed
parisons, availability models should therefore takeyith a MTTR of zero (destructive propagation) &
into account possible fail-over times of fault recov- (blocking propagation), respectively.
ery mechanisms. In OpenSESAME, k-of-N:G edges As a final example how FDDs can be used, please
can therefore be attributed with a fa.”-o_ver time. refer to Figure 2d) Here, the pseudo Component Pis

Not all inter-dependent dependencies result fromihe source of the failure propagation. This FDD can be
the fault tolerance mechanisms. They can appear bered to model common cause failures. P is attributed
tween any two or more components of the systemyjjth the mean time between such events. If P fails, i.e.
Adding these dependencies to the RBD might therethe common cause occurs, a failure is induced in both
fore be difficult. For instance, it might happen thatTj and Tj,

there is a failure propagation between two compo- stochastic dependencies may also occur due to
nents which were modeled in different sub-RBDs. 3 |imited amount of repair personnel. Unless every
To explicitly make a distinction between_the redun'component has a dedicated repair person, delays in
dancy structure on the one hand, and failure depente repair may occur if multiple components are failed
dencies on the other hand, OpenSESAME supports g the same time and the repair personnel is over-
second kind of diagram, callddilure propagationdi-  pyrdened. In OpenSESAME, this can be modeled by
agram(FDD). These diagrams can be used to modepeans of aepair group table Each entry of this ta-
failures with a common cause, different kinds of fail- e describes a repair group in terms of its size, i.e.
ure propagation as well as imperfect failure detectiothymber of repairs which can be done concurrently. In
mechanisms (imperfect coverage). its current implementation, OpenSESAME assumes a
FDDs are directed graphs: the nodes are labeleghngom repair policy for each repair group. Later re-
with components, whereas the edges are labeled witfisions of OpenSESAME might also support differ-
a type and a probability. Currently, two types of fail- ent repair strategies like first come (i.e. failed) first
ure dependencies are supported: destructive failurgerved, shortest repair first or closest repair next etc.
propagation and blocking failure propagation. Draw-  |n many scenarios, a model must be analyzed with
ing an edge of destructive failure propagation with pa- varying set of parameters. For instance, one might
rameterp between two components A and B means,yant to evaluate the availability of a system with vary-
that whenever A fails, the failure is propagated to Bjng fajlure and repair rates or a varying number of re-
with prObabllltyp. ThUS, B fails as well and must be dundant Components_ Itis a b|g advantage of Open_
repaired before it becomes available again. DestrussesaME, thatall parameters of the model might be
tive failure propagations are drawn using solid lines.stated in the form of a variable.
Blocking failure propagations are drawn by dashed Fqor this purpose, OpenSESAME supports three
lines. In this case, component B is blocked, i.e. betypes of variables:
comes unavailable. However, it cannot/must not be re-

paired by itself. However, as soon as component Ais o Mean timegepresent positive real numbers and

repaired, component B becomes available, too. are used for MTTF and MTTR values, as well as
As an FDD can contain several edges, and one  fajl-over times in RBDs.

OpenSESAME project can comprise several FFDs,

sophisticated failure dependencies can be modeled in ¢ pyopanbilitiesare numbers from the interval [0:1]

a concise and clear way. For example, Figure 2b) and 54 are used to attribute edges in FDDs.
2c) show several possible dependencies originating at

source component S and affecting two target compo-
nents Ti and Tj. In Figure b) the targets are indepen-
dently affected: if there is a propagation from S to Ti,
Tj is affected with the same probability as if there is
no propagation from S to Ti. In contrast, Figure c)
shows common failure propagation: here, either both,

components Ti and Tj are affected by the propagag, ijaple, if at leasts components are available. If

tion, or none. This behavior is modeled by using ayne of the components fails, which probabilityall
so-called pseudo component P. This components doesy, ., components become blocked until this compo-

not appear in the redundancy structure and cannot fafle .y i repaired. With OpenSESAME, the model can
(its MTTF is oo). However, it might be the target of o goyed with different values for N, K, p and the

a failure propagation from component S. If it fails, it \11TE and MTTR of the component without user in-
propagates the failure to both Ti and Tj with probabil- o4 stion. P

e Naturalscan be used to specify the number of
components of one type, the parameter K in k-
of-N edges and the capacity of a repair group.

For example, Figure 3 shows a generic model of
system comprisingy components. The system is
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Figure 2:Failure dependency diagrams (FDD). Destructive propagation is depicted by solid arrows, whereas dash
arrows are used for blocking propagation.

3 TRANSFORMATION PROCESS graphs (Kuo, Lu, and Yeh 1999).
As the models of the proposed method contain inter- In a third step, the interdependence-oriented in-
component dependencies between the failure and r@ut diagrams are converted into a component-oriented
pair events, they cannot be evaluated with classicailata structure. This data structure comprises one ob-
evaluation techniques for Boolean models. Thus, wéect for each component of the system, which is at-
propose another solution which is based on a trandributed by the inter-dependencies this component is
formation of the input diagrams into one or more involved in. Next, the model is divided into indepen-
state-based models, which in turn can be analyze@ent parts. To accomplish this, the components of
using an evaluation tool for this model class. Cur-the models are grouped by the inter-component de-
rently, Generalized Stochastic Petri Nets (GSPN, (AjPendencies in such a way that there are no depen-
mone Marsan, Balbo, Conte, Donatelli, and Francesdent components which are in two different groups.
chinis 1995; Sahner, Trivedi, and Puliafito 1996)) areln the worst case, there will be dependencies between
created from the input diagrams which are analyzedll components of the system and therefore only one
with the tool DSPNexpress (Lindemann 1998). How-group after this evaluation step. However, in many
ever, similar to changing the back-end of a com-real-life systems, there are independent subsystems
piler to migrate it to a new architecture, the methodthat can be solved separately, which greatly reduces
can be adapted to support new modeling method#e computation costs in the next phases.
like stochastic process algebras (Hermanns, Herzog, However, this also requires to divide the redun-
and Katoen 2002) or tools like GreatSPN (Ajmonedancy structure according to its variables. A simple
Marsan, Balbo, Conte, Donatelli, and Franceschiway to do this is by using a method similar to the
nis 1995), Mdbius (Clark, Courtney, Daly, Deav- Shannon decomposition which is best shown using a
ours, Derisavi, Doyle, Sanders, and Webster 2001)small example. Consider a 3-0f-4:G system with four
TimeNet (German, Kelling, Zimmermann, and Hom- components A, B, C, and D. Its redundancy structure
mel 1995), CASPA (Kuntz, Siegle, and Werner 2004),l00ks like this:
or SHARPE (Sahner, Trivedi, and Puliafito 1996).

At a glance, the transformation process is made up ¢ = (ANABANC)V(AANBAD)V
of nine phases as shown in Figure 4. In the first phase,
the model is simplified to facilitate the actual transfor- vV (ANCAD)V(BANCAD)
mation process which follows this phase. The result of
the first step is a simplified input model. This model Let us further assume that there are some depen-
does no longer contain any variables, hierarchies, andencies between the components A and B as well as
modularization. Next, the resulting RBD is convertedsome dependencies between components C and D.
into a Boolean structure formula. For small systemsHowever, the subsystems AB and CD are stochas-
this can be done by finding all minimal paths of thetically independent. Therefore, one Petri net for AB
RBD. Each path than represents one conjunction-terrand one Petri net for CD is created. The redundancy
of the redundancy structure given in disjunctive nor-structurep can be divided as follows:
mal form. Thus, the redundancy structure is of the
form:
¢ = [(AANB)Ads_truep-truel vV

\/ (Cﬂ ANTWA sz)
i=1,2,...n

In the worst case, the number of paths grows expo-
nentially with the size of the RBD. Thus, we are cur- _
rently implementing a methods to directly convert the vV (AAB)A ¢A:false,B:true} Vv
RBD into a binary decision diagram based on meth- o
ods which are known to work well for a diverse set of vV [(AAB)ANba_falsep-falsel

\% [(A A E) A CbA:true,B:false} \



1. preprocess model

2. gain redundancy structure

for each variable substitution /i‘ 5 /}\ 3 /}\ 5 /}\

3. find independent submodels

4. create component oriented data structures

distributor A

5. decompose redundancy structure distributor B

for each submodel

6. create Petri net i LR
Figure 5:Water supply system of a city comprising up to
five pumps and two water distributors.

7. evaluate Petri net

8. compose result

4 EXAMPLE
For an illustrative example, please refer to Figure 5,
Figure 4:0Overview on the transformation process.  showing a water supply systems of a city. The system
consists of up to five pumps (1, 2, ..., 5) and two dis-
As all sub-terms are disjoint, it holds: tributors (A and B). The water of pumps 1 and 2 flows
into A whereas the water of pumps 4 and 5 flows into
B. The water of pump 3 can flow into both A or B.
Pri¢} = Pr{(ANB)A(CVD)}+ We assume that there is enough water for the city as
long as it is supplied by water from at least two pumps
flowing through A, B, or a combination of both.
We assume that the pumps and distributors have a
mean time to failure of one year. For the sake of sim-

9. postprocess results

+ Pr{{AANB)A(CAD)}+

+ Pr{{AANB)A(CAD)}+ plicity, we assume that all failure and repair times are
o exponentially distributed. All pumps and distributors
+ Pr{(AAB)A(false)} fail independently from each other. Immediately after

a failure, pumps and distributors are being repaired,
and finally, because the subsystems AB and CD arerhich takes 24 hours in average.
stochastically independent: Pump 3 is special in terms of its failure behavior:
after a failure, with probabilityp, the pump delivers
dirty water which spoils any distributor to which it is

Pr{¢} = Pr{(AANB)}-Pr{(CVD)}+ delivered. Consequently, the distributor must be shut
down until the pump is repaired. This arises the ques-
+ Pr{(AAB)}-Pr{(CAD)}+ tion which distributor should be connected to pump
3.In the f_ollowmg, we will compare three possible
+ Pr{(AAnB)}-Pr{(CAD)} configurations C1, C2, and C3:

These probabilities can be computed by construct- ® C1: To avoid any possible contamination, pump
ing and analyzing a stochastic Petri net (SPN) for ~ 3is notused at all.
each set of interdependent components. This is done ) o
by first choosing an appropriate SPN for each com- ¢ C2 Pump 3 is connected to both distributors to
ponent, depending on the dependencies of this com-  achieve the highest degree of redundancy.
ponent and then connecting these sub-SPN in a way ) )
reflecting the dependencies between the components. ® C3: As a compromise, pump 3 is connected to
The SPNs will then be saved to disk in a format  distributor A only.
depending on the Petri Net tool being used to evaluate
the state-based model. Inversely, after the evaluation The left reliability block diagram (RBD) of Fig-
of the Petri Net, the results are read from the disk byure 6 models configuration C1. If both distributors are
the software for post-processing. The most importanavailable, the middle path can be chosen. This path is
step in the post-processing phase is to combine thavailable, if at least 2 of the 5 pumps are available. If
results according to the structure formula. distributor B is failed, the upper path must be taken.
Additionally, other post-processing, like summariz- This path requires the pumps 1 and 2 to be available.
ing the results of several solution runs with differentSimilarly the lower path requires the pumps 4 and 5
parameter assignments in a table or diagram (see e.mp be available and must be taken, if distributor B is
Figure 8), can follow. failed. The RBD can be analyzed with any modeling



’ A utes per year). However, the unavailability increases
> rapidly whenp becomes larger. In this case, pump
3 acts as a single point of failure, as it can spoil the
overall system. Thus, if p is larger than 1 % , C2 is
B the better configuration. Finally, for large valuesof
i.e.p > 0.7, it is better to not use pump 3 at all which

Figure 7:Failure dependency diagram. If pump 3 fails, yegyits in the above-mentioned unavailability of 19.6
with probability p the failure propagation is either propa- minutes per year.

gated to distributor A (B=0) or distributor A and B (B=1).

-

_ B=0/1

pump 3 -

5 RELATED WORK

10 ———— —————— ———— 5.1 SAVE

U0 3 c2 —— The System AVailability Estimator (SAVE, (Goyal,

7 Carter, de Souza e Silva, Lavenberg, and Trivedi
1986)) was one of the first tools which were able to
] automatically generate Markovian Chains. However,
this tool does not satisfy today’s expectations regard-
x ing manageability and universality. For instance, the
X tool does not provide a graphical input model and

: does not support dynamic redundancy.

A 5.2 SHARPE

Boon 001 01 p 071 This work provides an environment which allows the
Figure 8:Unavailability (U) of the system vs. the failure combination of several different models like block
propagation probability of pump 3. For configuration 1, U diagrams, fault trees, Markovian Chains, Stochastic
has the constant valu&73 - 10~°. This configuration is Reward Nets etc. (see (Sahner, Trivedi, and Puliafito
the best ifp > 0.7. If p < 0.01, the best result is obtained 1996)). In this way, the modeler can choose a dif-
using configuration 2. For all other cas@s)( <p < 0.7)  ferent model type for different parts of the system
configuration 3 should be used. and can therefore choose an appropriate level of man-

ageability and accuracy for each part of the model.

tool for reliability block diagrams which supports re- However, the tool does not allow to incorporate inter-
peated events. For example, the evaluation with Operecomponent dependencies between two components
SESAME yields an unavailability of the city’s water which are modeled in two different diagrams. Thus,
supply of3.73 - 107°. In average, the city is without the set of components has to be divided into inde-
water for 19.6 minutes per year. pendent subsets at the very beginning of the modeling

The block diagrams for C2 and C3 are also showrprocess. This division cannot be changed later, which
in Figure 6. These models cannot be evaluated usingampers a stepwise refinement and the modifiability
traditional solution methods due to the failure prop-of the model.
agation from pump 3 to the distributors. Thus, the
corresponding OpenSESAME-model is enriched with5.3 MEADEP

the failure dependency diagram shown in Figure 7The software package MEADEP (Tang, Hecht’
For C2, the parameter B takes the value 1: a failure Of\/”"er’ and Handal 1998) follows a similar approach
pump 3 will first propagate to the pseudo-componenthan SHARPE. Here, Reliability Block Diagrams and
P with probability p, and from there to both distribu- pmarkovian Chains can be combined into one avail-
tors A and B. The pseudo-component P cannot fail byapility model which is evaluated bottom up, i.e. the
itself and cannot be repaired (Its MTTF and MTTR eyaluation results of the lower models are used as
are both |nf|n|te). It ensures that A and B fail simul- parameters for the other models until the top_|eve|
tanQOUSIy in case of a failure propagation. The failurQ*node| has been resolved. However, MEADEP does

propagation is of the blocking type: as soon as pumpot allow to integrate inter-components dependencies
3 is repaired, the pseudo component as well as botfy span over several diagrams.

A and B become available immediately. For C3, the
parameter B takes the value 0. Thus, a pump failurg 4 HIDE

can affect distributor Aonly. . In contrast to SAVE and MEADEP, the program
An evaluation of configuration C2 and C3 using ype (Bondavalli, Dal Cin, Latella, Majzik, Patar-

OpenSESAME yields the results shown in Figure 8.7, “anq Savoia 2001) and its successors (Majzik,

It shows the unavailability of the three configurationspiaricza. and Bondavalli 2003) are not based on

with respect to the parametgr combining several modeling techniques but on con-

The unavailability of C1 is constant as it does notyerting a high level input model into state-based mod-

depend orp. For very small values op, C2 yields g5 |n other terms, HIDE uses a similar principle than
the best unavailability (between 3.96 and 11.1 min- ’ PrnCIp




Figure 6:Reliability block diagram for configuration C1 (left), C2 (middle), and C3 (right).

the work presented in this paper. However, there argenerality of fault trees including repeated events, de-
significant differences in the type of input diagrams.pendencies between the modules of the tree can be
Whereas in our work the goal was to create simple, inmodeled using so-called ports. However, in contrast to
tuitive and manageable diagrams for modelers whiclDpenSESAME, these mechanisms model strong de-
are familiar with traditional combinatorial modeling pendencies between parts of the model which repre-
methods, the HIDE project uses UML diagrams forsent the same components of the system rather than
input. This has the advantage that availability estimaweak dependencies between the failure and repair be-
tions can be gained “for free”, if such UML diagrams havior of different components of the system.

already exist, e.qg. if they were created during the de-

sign phase of the system. However, if a model ha%.7 Boolean Logic Driven Markov Processes

to be created from scratch, many modelers will feelin a recent article (Bouissou and Bon 2003), an inno-
more comfortable with modeling methods which re-vative approach for combining fault trees and Markov
semble traditional modeling methods for highly avail- models is presented. Each leaf of the fault tree rep-
able systems, like the widely used Reliability Block resents a component of the system which can be de-

Diagrams. scribed in more detail by a Markov process. Switch-
ing between the states of the chain can be triggered
5.5 DlFtree by the failure or repair of other components, which al-

Another tool which transforms high-level input dia- lows for modeling inter-component dependencies. To
grams into state-spaced models is the software todimplify the task of the modeler, several predefined
DIFtree (Doyle, Dugan, and Patterson-Hine 1995;standard cases can be reused. These cases include
Dugan, Sullivan, and Coppit 2000), which has beenwarm standby redundancy, on demand failures, and
incorporated into the modeling environment Galileocomponents with an increasing failure rate (i.e. ag-
(Coppit and Sullivan 2000). The input diagrams areing components). The applicability of this technique
so called Dynamic Fault Trees, which extend tradi-to real world problems has been shown in the context
tional fault trees by a set of new gates that can hanef modeling fault-tolerant electrical high voltage ap-
dle different kinds of redundancy (e.g. cold, warm, paratus.

and hot redundancy). However, all dependencies have

to be modeled by using these gates. Therefore, & CONCLUSIONS & FUTURE WORK

failure propagation between two components in twaThis paper shows how the availability modeling tool
different branches of the tree cannot be introduce@®penSESAME can be used to quantitatively evaluate
without a major redesign of the model. Furthermore complex fault tolerant systems with dependent com-
many modelers prefer Reliability Block Diagrams ponents. In its current implementation (version 1.0),
to fault trees when modeling High Availability sys- OpenSESAME supports arbitrary monotone redun-
tems, as they are more closely related to the system@ancy structures which can be enriched with the fol-

schematic layout. lowing dependencies: different kinds of failure propa-
gation, failures with a common cause, imperfect cov-
5.6 UWG3 erage, fail-over times, and limited repair personnel.

More recently, a new component concept for faultVariables can be used for all aspects of the model
trees was introduced and implemented in the toolWhich allows for an automatic variation of the model.
UWGS3 (Kaiser, Liggesmeyer, and &dkel 2003). In OpenSESAME cannot model non-monotone or
contrast to traditional fault trees, the tool is based omon-Boolean systems and is not suited to compute
so-called cause effect graphs (CEG). These graph dather measures like reliability, MTTF or MTTR of
not contain repeated events which are often a sourca system. It can furthermore not be used to model
of modeling errors in traditional fault trees, especiallyphased-mission systems. In its current implementa-
if one wants to modularize a large tree. In addition,tion, OpenSESAME assumes constant failure and re-
with CEG, several top events can be modeled in on@air rates, only. However, we plan to extend the mod-
diagram. To achieve this usability without losing the eling power of OpenSESAME in our future work.



Like any state-based method, OpenSESAME suf-
fers from the state-space explosion problems if the
number of components becomes large. This problem
was already partially solved by an divide and conquer
approach as described in Section 3. However, this
techniques only works for models where several sets
of interdependent components (SIC) can be identified.
Therefore, we are currently extending the back-end of
OpenSESAME to support other modeling tools which
are able to cope with larger state space sizes. For ex-
ample, the tool Mbius (Clark, Courtney, Daly, Deav-
ours, Derisavi, Doyle, Sanders, and Webster 2001)
can evaluate Petri nets by simulation, avoiding the ex-
plicit generation of the state space. Additionally, we
are currently implementing a generator for stochastic
process algebras instead of Petri nets. For this mod-
eling paradigm tools like CASPA (Kuntz, Siegle, and
Werner 2004) exists, which can store the state space
implicitly in a symbolic representation (Lampka and
Siegle 2006), which greatly reduces the memory re-
guirements.

7 AVAILABILITY

A copy of OpenSESAME can be obtained from
http://0penSESAME. in.tum.de/ free of charge.
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